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Tém tat:

Trong thoi dai khoa hoc — cong nghé, khdach hang chi véi mét tam thé tin dung cé thé thanh
toan toan bo cac hoat dong mua sam cuia minh mot cdch nhanh chong va tién loi bat ké dang
o vi tri nao. Tuy nhién, bén canh su tién loi thi ciing di kem theo 16 héng Vi cde moi de doa
vé ton thdt tai chinh. Nguoi ban khéng thé kiém tra ngueoi mua cé phai chii thé hay khéng boi
Vi cd thé va chii thé déu khong can thiét ¢é6 mat tai thoi diém giao dich. Do do ma viéc gian
ldn thé tin dung ngay cang tré nén phé bién véi nhiéu cdach thirc khdac nhau. Trong bdi viét nay
cdc tdc gia tdp trung phat hién gian ldn thé tin dung bang cdc phirong phdp cia hoc may 1a
mo hinh mang no ron nhan tao va mé hinh may vec-to hé tro va so sanh mire do hiéu qua cua
hai phirong phdp véi bo div liéu Paysim. Két qud cho thdy mé hinh mang no ron nhan tao phat
hién voi do chinh xdc cao hon (99%) .

T khéa: Gian 1an thé tin dung, hoc may, mang no ron nhan tao, may vec-to hd tro.

Ma JEL: C38, C45, B26

Using machine learning to detect frauds involving credit card use

Abstract:

With the development of information technology, modern customers can make payments for
any purchase with no barriers. However, it also brings about some potential financial harms.
In fact, the seller cannot check whether the buyer is the cardholder due to the fact that both of
them are not necessarily to be present at the place of purchase. Accordingly, frauds involving
credit card use are becoming increasingly. In this study, we focus on how to detect this kind of
[fraud with machine learning, namely Artificial Neural Network and Support Vector Machine
modes. Then, some com-parisons between the effectiveness of the two methods with the
Paysim dataset. The results showed that the artificial neural network model was better with
an accuracy of 99%.

Keywords: Artificial neural network, credit card fraud, machine learning, support vector
machine.

JEL Codes: C38, C45, B26

1. Gi6i thiéu va tdng quan nghién ciru

Gian lan thé tin dung 1a hinh thtc sir dung cac cong nghé cao dé danh Cép thong tin thé tin dung (nhu
visa, ATM, MasterCard...) tir ngudi s hitu khac dé thuc hién cac giao dich tai chinh, ngan hang. Hai co ché
chinh dé tranh gian 1an va ton that do cac hoat dong gian 14n 1a phong chdng gian 1an va hé thdng phat hién
gian 1an. Phong chdng gian 1an 1a chi dong vo hiéu hoa sy xudt hién cua gian 1an. Hé théng phat hién gian
1an phat huy tic dung khi nhitng ké lira dao vuot qua cac hé thong phong chéng gian 1an va bat dau thuc
hién mdt giao dich gian 1an.Theo d6, muc ti€u ctia cac hé théng phat hién gian 1an la kiém tra moi giao dich
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c6 kha nang 1a gian 1an bat ké cac co ché phong ngira, va dé xac dinh nhitng ké lira dao cang nhanh cang tét
sau khi ké lira dao bat dau thuc hién mot giao dich gian 14n. Bai danh gia vé hé théng phat hién gian lan co
thé duogc tim thy trong cac nghién ctru ciia Bolton & Hand (2002), Kou & cong su (2004), Phua & cong su
(2005), Sahin & Duman (2010).

Gian 14n thé tin dung c6 thé dugc thuc hién bang nhiéu cach nhu trom cép don gian, cac ing dung gian
lan, thé gla gian lan truc tuyén.. Trong lira déo truc tuyén, giao dich duoc thuc hién tir xa va chi can cac
thong tin v& thé. Mic du cac co ché phong ngira nhu chip va pin 1am giam cac hoat dong trom cép don
gian, thé gia, nhung sb luong gian 1an truc tuyén van ting nhanh chong gy nén ton that rat 16n vé tai chinh
nguyén nhén 1a do viéc sir dung thé tin dung ngay cang phd bién. Nhiéu bao cao nhu Leonard (1993) va
Ghosh & Reilly (1994) cho thay cac khoan that thoat 16n & cac qudc gia khac nhau. Theo bao céo ciia Visa
vé cac nudc chau Au, khoang 50% cua toan bo gian 1an thé tin dung thua 16 trong nim 2008 1a do gian lan
truc tuyén (Visa Inc., 2008). Phat hién gian 1an 13 cong viéc khong hé dé dang nhung né 1a van dé cip bach
can dugc giai quyét. Mot trong nhitng nguyén nhan gy nén khé khin trong viéc phat hién gian 1an thé tin
dung 1a bo dit liéu vé giao dich khong dugc cung cip va két qua bi kiém duyét. Bat chap nhiéu kho khan
cac nha nghién ciru van nd lyc dé tim kiém va t6i wu hoa cac mo hinh nhim nang cao viéc phong chdng va
phat hién gian 1an. Phuong phap thudng duogc sir dung dé phat hién gian 1an 1a sir dung cac thuat toan cia
hoc may ma ti€u biéu la mang no ron nhan tao va may vec-to hd tro. Nhitng ky thuat nay c6 thé thuc hién
doc 1ap hoac két hop lai v6i nhau tao nén cac phuong tién phan loai va phat hién cac giao dich bat thuong.
Dir li€u qua khtr vé thé tin dung dugc st dung dé tao thanh mot kho dit liéu dai dién cho hd so nguoi dung
ctia khach hang. Nhimng hd so ndy bao gdm cac bién, mdi bién trong sb do tiét 16 mot dic tinh hanh vi cua
khach hang. Nhing bién nay co thé cho thdy thoi quen chi tiéu ctia khach hang, vi tri thyc hién giao dich,
ngdy gio giao dich. Sau d6, cac bién nay dugc dung dé xay dung mot mé hinh trong cac hé thdng phat hién
gian 1an. S& c6 sy bao dong nhiing giao dich bat thuong khi ma c6 sai léch dang ké tir giao dich mai vai cac
giao dich quéa khtr trong hd so ctia khach hz‘mg

C6 rat nhiéu nghién ciru duoc thuc hién vé phat hién gian 14n thé tin dung: Shen & cong su (2007) chu’ng
minh sy hiéu qué cua cac mo hinh phan loai cho van dé phat hién gian 14n thé tin dung va tac gia dé xuit ba
mo hinh phan loai 1a cay quyét dinh, mang no ron nhan tao va hdi quy logistic. Trong ba mé hinh thi mang
no ron nhan tao va hdi quy logistic vuot tréi hon cay quyét dinh. Islam & cong su (2007) dé xuét khung 1y
thuyét xac suat: Iy thuyét Bayes, phan loai Bayes don gian, phan loai k hang x6m gan nhat dugc thyc hién
va ap dung cho bd dit liéu hé thong thé tin dung. Sahin & Duman (2011) da trich dan nghién ctru vé phat
hién gian 14n thé tin dung va sir dung bay phuong phap phan loai khac nhau, trong d6 bao gdbm mé hinh ciy
quyét dinh va may vec-to hd trg dé giam riii ro ctia cac ngan hang. Sahin & Duman d4 dé nghi mang no ron
nhan tao va hdi quy logistic 1 mé hinh hitu ich hon dé cai thién hiéu suét trong viéc phat hién cac gian lan.

Tat ca nhitng nghién ctru trén day 1a nén tang co sd 1y thuyét vimg chic cho nghién ctru nay cia cac tac
gia. Trong khudn kh bai viét, ngoai viéc minh hoa tmg dung cia hoc may thong qua sir dung hai mé hinh
mang no ron nhan tao va may vec-to hd tro dé phat hién gian lan véi bd dir liéu Paysim, céc tac gid con tién
hanh so sanh hiéu qua cta hai phuong phép tao diéu kién linh hoat cho cac nha quan 1y lya chon phuong
phép hiéu qua trong viéc phat hién gian 1an tranh nhiing ton that to 16n do viéc lira ddo, gian 1an thé tin dung
gy ra.

2.Co s6 1y thuyét va phwong phap nghién ctru

2.1. Hoc may

Hoc méy (Machine Learning) 1a m¢t phuong tién trong tri tu¢ nhan tao, sir dung cac thuat toan cho phép
may tinh c6 thé tu hoc tir dit liéu dé giai quyét nhirg van dé cu thé nhu lam cho may tinh c6 kha nang nhan
thirc co ban ctia con nguoi (nghe, nhin, hiéu, giai toan, ...) va hd trg cho con nguoi xir Iy mot lugng thong tin
khong 10 phai d6i dién hang ngay (Vii Hiru Tiép, 2018). Hoc may dong mot vai tro quan trong trong nhiéu
nganh khoa hoc va cic tmg dung cia n6 1a mot phan trong cudc song hang ngay ciia chung ta. Hoc may dugc
su dung dé loc thu rac dién tir, dé du doan thoi tiét, trong chan doan y té, khuyén cao san phfim, nhan dién
khuén mat, phat hién gian lan thé tin dung, v.v.

Dua vao tinh chét cua tap dir liu, cac thuat toan cia hoc may co thé phan thanh 2 nhom co ban d6 la: hoc
c6 giam sat (supervised learning) va hoc khong giam sat (unsupervised learning). Hoc c6 giam sat bao gom
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cac thuat toan dua céc dit liéu ddu vao (input) thanh cac két qua dau ra (label) trong Gmg. Dau vao phai biét
trudc gia tri dau ra tuong ung cia chiing va dugc dung dé du doan gié tri bien dau ra hay con goi la bién tra
1o1. Tuy thudc vao bién dau ra la roi rac hay lién tuc ma ching ta cé thé phan biét hai nhiém vu dugc gidm
sat: phan loai (classification) hay hoi quy (regression). Phat hién gian 1an thé tin dung thu¢c nhom dau tién
boi vi két qua dau ra la quan sat cac giao dich la cua chu thé hay la Itra dao trong khi do6 du bao gia c6 phicu
thi thudc nhom hoi quy do bién dau ra 1a 1a bién lién tuc. Tuy nhién trong ca hai nhém thi bién dau vao cé
thé 1a lién tuc hoac roi rac. Dir li€u trong cac thuat toan thudc nhanh hoc khong giam sat chi c6 dau vao ma
khong can dau ra. No dugc stir dung chi yéu dé kham pha cau truc va moi quan hé dir lidu.

Mot sb thuat toan sir dung phé bién dé phat hién gian 1an thé tin dung hién nay:

° Mang no ron nhan tao (Artifical Neural Network)

e Rimg ngiu nhién (Random Forrest)

° Logic mo (Fuzzy Logic)

° May vec-to hd trg (Support Vector Machine)

° Mang Bayesian (Bayesian Network)

e K lang giéng gan nhat (K-nearest neighbor)

° Mo hinh Markov an (Hidden Markov model)

° Hoi quy Logistic (Logistic Regression)

Trong bai viét nay, ching t6i chi tip trung vao hai thuat toan: M6 hinh mang no ron nhan tao va mo hinh
may vec-to hd tro bai vi chung phu hop va dem lai hiéu qua cao doi véi bo dir li¢u duge chon nghién ctru.

2.2. M6 hinh mang no ron nhdn tao (Artifical Neural Network model)

Mang no ron nhén tao la mo hinh tinh toan dugc mo phong dua trén hoat dong cua mang no ron sinh hoc.
N6 bao gom s6 luong 16n cac no ron don 1€ gan két véi nhau, xtr Iy thong tin béng cach truyén cac két n6i
va tinh cac gia tri maéi tai cac nat. Co6 3 tang trong mang no ron nhén tao la: tang Vao (1nput layer), tang an
(hldden layer) va ting ra (output layer). Tang Vao biéu dién thong tin dau vao, tang 4n gdém cac nut nhan ma
tran dau vao tir tang trudc, két hop vai trong s ciing VO’l ham kich hoat phi tuyén nhu sigmoid, tanh dé c6
duogc két qua tang ra. M6 hinh mang no ron nhan tao gdm 2 qua trinh tinh toan co ban la: Lan truyén tién va
lan truyén ngugc. Qua trinh suy luan tir tAng vao cho t6i tang ra 1a qua trinh lan truyén tién (feedforward),
tire 1a qua trinh nay chi c6 chiéu hudng cac no ron ¢ cung mot tang lay thong tin tir tang truéc ma khong co
chiéu nguoc lai: ©
a’=x
20 = WOq™ 4 p®, l=1,_L 1)

aV = f(l) (Z(l))
y= a
O day x 1a ddu vao, W trong sb twong tmg & ting thtr 7, 5" hé s diéu chinh (bias) & tAng / hay con goi
12 mot ngudng quyét dinh dau ra. Ham f° D14 ham kich hoat phi tuyén. Ham kich hoat thuong ding nhét 1a
ham Sigmoid f(z)=

chinh 1a dau ra du doan.

(2) v6i do thi can xung thé hi¢n mirc d§ cong bang doi véi cac tham so. y

—Z

Lan truyen nguoc (back propagatlon) 1a phuong phap dé tinh dao ham ciia ham mat mat tir ting cudi cliing
dén ting dau tién. Tang cubi cing duoc tinh toan trudc vi né anh huong truc tiép dén diu ra. Him mét mat
dat gi4 tri nho khi dau ra du dodn gan v6i dau ra thuc su. Tuy theo muc dich 1 phan loai hay hdi quy ta c6
thé thiét ké ham mat mat phu hop. Gia st ham mat mat J(W,b, X,Y) voi W, b 1an luot 1a ma tran trong s6
va diéu chinh. X, Y 1a cip dir liéu cta tdp huan luyén.

Dao ham riéng ctia ham mét mét theo mot thanh phan ma tran trong s6 cua tang dau ra L:

o] o) oz
ow?  oz\" owd

€)
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oz , aJ
Vi = a®™  (4) boivi 2P = w1 p P (5) va

ij j

thuong 1a mot dai lugng

khong kho dé tinh toan. Déi v6i dao ham riéng theo trong s & cac tang I < L , bang quy nap nguoc tir cudi:

YAV AV S

= =—q54 (6)
U] U] (O] ()
owy 0z; owy Oz,
oJ a0 da"
Trong do >0 =| (W) PRIy ﬁ (7) v6i —— P duoc tinh ¢ vong 13p ngay trude do.

2.3. M hinh may vec-to hé trg' (Support Vector Machine Model)

May vec-to hd trg (Support vector machine, SVM) 1a mot thuat toan hiéu qua, dic biét khi tinh toan trén
bd dir liéu 16n voi muc dich 1a phan chia dir li€u thanh cac nhom riéng biét.Y tuong cia SVM Ia di tim mot
siéu phang phan tach dir li€u tot nhat. Goi khoang cach nhé nhat tir mdt diém thuéc mot 16p dén mat phan
chia Ia 1€ (margin). Can tim mot si€u phang sao cho 1€ cia hai 16p la nhu nhau. BJ rong cia 1€ cang lon thi
kha ning phén loai 16i cang thap. Do d6 bai toan tdi uu trong SVM chinh 1a di tim siéu phang phén chia c6
1& 16n nhat (Vi Hiru Tiép, 2018).

Bai toan tbi uu cia SVM la di tim w,b sao cho 1é dat gia tri 1on nhat

Béi vi khoang céach tir moi diém dén mat phan chla khong doi, nén ta co6 thé gia st voi nhiing diém gan
mat phan chia nhat thoa man dicu kién:

(w,b) =argmax {—-—miny (W' x +b)} (8)

vy, (Ww'x, +b)=1 (9)

Bai toan toi wu bay gid c6 thé dua ve dang toi wu co6 rang budc

(w,b)=arg max —
[wl, (10)
y,(w' x ,+b)21,Vn=1N
Day la bai toan quy hoach toan phuong véi ham muc tiéu 1a ham 10i chat. Tuy nhién, khi s6 chiéu ctia
khong gian dir liéu va s6 diém dit liéu N 16n, ta thuong phai giai quyét thong qua bai toan ddi ngiu cua bai
toan ndy va sir dung phuong phap nhan tir Lagrange. Luc nay bai toan dbi ngau Lagrange di tim cac gié tri
A théa man:

A= argmaxZﬂ, ——22 A y.y.xx, (11

nlml

A20

N
> Ay, =0
n=l1

Pat S={n:A, #0} va N, 1a s phan tir cia S. Sau khi tim dwgc A thi ta c6 cac tham sb:

= 2 Ay.x, (12)

meS
b=y, — wam 13)

O day (xm sV ) 1a diém dir liéu bat ky nao d6 ndm trén dudng bién gdc, ta con goi Support Vector (vec-to
hd trg). Trong thuc té b thudng dugc tinh bang trung binh cong ciia cac b theo mdi ne S vi 6n dinh hon
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trong qua trinh tinh toan: 1
b=— -wix )=—
N ~ (y” n ) N 2(

s s nes

Vo= D AV Xox, ] (14)

meS
Khi d6 mét di€ém cua dir liéu s€ duoc phan loai dua vao dau cta bi€u thuec:

Z/Im y,x'x+b (15)

nes

2.4. Ung dung ciia mé hinh mang no ron nhan tao va mé hinh mdy vec-to hé tro phdt hién gian lgn
thé tin dung

2.4.1. Thu thdp dir liéu

Trong thuc té thi rat kho thu thap duogc dir liéu thuc mo ta hanh vi khach hang giao dich thong qua thé tin
dung bdi vi n6 1a cac thong tin bao mat cua ngan hang. Vi vay, dir li€u trong nghién ctu péy dugc cac tac
gia st dung la })aysim. Paysim la mot bo df{ li¢u cuia Edgar & cong su (2016) duogc tao bang trinh gia lap.
Dt liéu dugc tong hop tir bo dir licu ri,éng de tao thanh b dir li€u giong voi hoat dong binh thudng cua cac
giao dich, trong do cc')Ncéc giao dich bat thuong, gian 1an. D{r liéu mo6 phong cac giao dich trén dién ‘Ehoai di
dong dya trén mdt mau cac giao dich tpuc duogc trich tir nhat ky tai chinh thang cta ;nét dich vu tién dién
tho,ai di dong duoc tl}l_rc hién & mot quoc gia chau Phi. Nhat ky ban dau dugc cung’cﬁp baoi mot cc”)ng ty da
quoc gia, nha cung cap dich vu tai chinh di dong hién dang,hoat dong tai hon 14 quﬁq gia trén toan thé gioi.
Tuy nhién, bo dir 1iéq khé 16n nén ¢ day tac gia chi trich xuat 55% tir bo dir liéu gdc dé thuc hién nghién ctru
trong pham vi bai viet nay.

Mot s6 bién trong dir lidu:

° StepMaps: don vi thoi gian, 1 budc 1a 1 gio.

e  Type: Céc loai hinh giao dich: CASH IN (tién vao), CASH OUT (tién ra), DEBIT (ghi no),
PAYMENT (thanh toan), TRANSFER (chuyén khoan).

e Amount: lugng tién trong mdi lan giao dich (noi té).

° NameOrig: Nguoi thuc hién giao dich.

° OldbalanceOrg: S6 du tai khoan gdc trudc khi giao dich.

e NewbalanceOrig: S du tai khoan gdc sau khi giao dich.

e NameDest: Nguoi nhan giao dich.

° OldbalanceDest: S6 du tai khoan cua ngudi nhan trude khi giao dich.

e NewbalanceDest: SO du tai khoan ciia ngudi nhan sau khi giao dich.

° IsFraud: X4c nhan mét giao dich c6 gian 1an hay khong (0 1a binh thuong, 1 1a giao dich gian 1an).

Hinh 1: Giao dich gian 13n xdy ra véi cac hinh thirc giao dich

Giao dich gian l&n xdy ra véi cac hinh thire giao dich

&

S8 giao dich gian ldn

CASH_IN CASH_OUT DEBIT PAYMENT TRAHEFER
Cac loai giao dch

Nguon: Cdc tdc gid thiec hién
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Hinh 2: Luong tién lién quan dén giao dich gian lin

Tai khodn gde truée khi thue hién giao dich Tai khodn cda ngudi nhén giao dich trude giao dich

=)

log1p(oldbalanceCrg)
logip(oldbalanceDest)

o

0 1 0 1
isFraud isFraud

Nguén: Cac tac gia thuc hién

° IsFlaggedFraudflags: Chuyén bt hop phap hon 200,000 trong mét giao dich.

Céc bién tham gia vao mo hinh mang no ron nhan tao va may véc-to hd tro: Amount, OldbalanceOrg,
NewbalanceOrig, OldbalanceDest, NewbalanceDest, [sFraud.

Trong sb luong giao dich 574255 luot ¢6 271 luot gian l1an chiém 0.05%, trong d6 chi c6 2 loai hinh giao
dich bi gian 14n (ltra d4o, trom cdp) 1a Cash out (tién rat ra) va Transfer (chuyén khoan) (xem Hinh I).

Phan 16n & cac giao dich gian l4n: sé du cua tai khoan ngudn bi danh cip cao hon sé du & nhitng tai khoan
ngudn khéng bi danh cip. Trong khi d6 & tai khoan dugc chuyén toi thi sé tién giao dich gian lan dugc
chuyén t6i cac tai khoan co s6 du thip. Diéu nay ciing ding thyc té, nhimg tai khoan nhiéu tién hon mit bang
chung thudng bi danh cip chuyén qua nhing tai khoan it tién hon (so véi mat bang chung) (xem Hinh 2).

Vé thoi gian xay ra giao dich gian lan: Dya vao dd thi c6 thé thay khung gio tir 00 gid dén 07 gior cac giao
dich thong thuong rét it xay ra. Nhung d6 lai 14 thoi diém giao dich gian 1an xdy ra cao nhat (xem Hinh 3).

2.4.2. Phuong phap nghién cuu

T bo dir lidu tac gia da sur dung cac thuat toan hoc may khac nhau dé phat hién gian 1an trong hé théng
thé tin dung: Mang no ron nhan tao, may vec-to hd tro. Tir d6 xac dinh thuat toan phu hop nhét dé xac dinh
gian 1an, ddng thoi so sanh hidu qua ctia hai phuong phap trén co sé do ludng dinh luong chang han nhu do

Hinh 3: Thoi gian giao dich dwgc phin theo nhom giao dich binh thuwdng
va giao dich c6 xdy ra gian 1an

sé giao dich tai cac gié khac nhau
10 15 20

hour

50000
- 40000
S

ke
2 30000

ia

20000

Sé g

10000

N —
0 5

0

sé giao dich gian lan tai cac gid khac nhau

0 5 10 15 20

hour

[ Y
= o 3

S8 giao dich gian Ian

o o

Nguén: Cdc tac gid thuc hién.
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Hinh 4: Mé hinh mang than kinh cho tap dit liéu thu dwoc

Nguo”‘n: Cdc tac gia thuc hién

chinh xac, ty 1¢ 16i, d6 nhay, do dac hicu.

Céc budc dugce xu ly dé phat hién thuat toan tdt nhat cho tap dir liéu da cho:

° Budc 1: DBoc dir liéu va kham pha dir ligu.

° Budc 2: Lz‘iy mau ngau nhién trén tap dir liéu dé lam can béng dir liéu.

° Budc 3: Chia tap dit liéu thanh hai phan, tap dit liéu huan luyén va tap kiém tra va so sanh két qua
du bao.

° Budc 4: Cho chay bo dit liéu v6i mo hinh mang no ron nhan tao va mé hinh may vec-to hd trg.

° Budc 5: Tinh d6 chinh xac va v& mo hinh danh gia 6 chinh xac cua phép do lién tyc.

e Budc 6: Lay thuat toan tot nhat dua trén hiéu qua véi tap dir lidu da cho.

Trong bai nghién clru nay céc tac gia da str dung phan mém R dé phan tich dit liéu va thyc hién cac budc
trén.

Hinh 5: Mirc d) quan trong ciia cac bién trong mé hinh mang no ron nhén tao

044

039

017 -
004 -

oldbalanceQOrg newbalanceDest oldbalanceDest newbalanceOrig amount

Importance
o
o

Nguén: Cdc tac gid thuc hién.
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Hinh 6: P6 Thi biéu dién dd chinh xic ciia mé hinh May vec-to' hd tro
AUC: 0.891
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Nguon: Do cdc téc gia thuwce hién.

3. Két qua nghién ctru

Dit liéu hudn luyén: lay 80% tir tap dir lidu (459404 luot giao dich).

Dir liéu kiém tra: phan con lai tir tap dit lidu (114851 luogt giao dich).

Dé danh gia va so sanh hiéu suit ciia hai mo hinh nghién ciru, cac tac gia da sir dung cac thong s sau:
TP+TN

Do chinh xac dugce tinh theo cong thitc sau: TP+ FP+ FN +TN ’ trong d6 TP (True Positive) 1a duwong
tinh that, TN (True Negative) la am tinh that, FP (False Positive) 1a duwong tinh gia, FN (False Negative) la
am tinh gig. TP 14 s6 lwong giao dich thuc su 1a gian 14n va ciing duoc phén loai (dung) 1a gian 1an. FP 14 sb
lugng giao dich binh thuong nhung dugc phan loai (sai) 1a giao dich gian 1an. 7V 1a s6 luong giao dich binh
thuong (khong gian 1an) va ciing duoc phan loai (dung) 12 giao dich binh thudng. FN 1a s6 giao dich gian lan
va duoc phan loai (sai) la giao dich binh thuong. Nhu vdy d6 chinh xac ¢ day chinh 1a ty 1€ cac truong hop
phan loai dung trén tong s6 cac truong hop phan loai.

Mo hinh mang no ron nhén tao da tao ra 114799 s6 duong tinh that va am tinh that trong téng s6 114851
luot giao dich dugc ding dé phan loai. Do d6 mé hinh nay c6 d6 chinh xac dén 99%. Mirc d6 quan trong
clia cac bién trong mé hinh mang no ron than kinh dugc biéu dién ¢ hinh 5 va qua d6 ciing cho ta thiy luong
tién giao dich 13 bién quan trong nhit dé du bao va phat hién gian lan.

Véi mo6 hinh méay vec-to hd tro dugc thé hién dudi dang mo hinh danh gia d6 chinh xac Hinh 6.

Trong d6 do nhay (sensitivity) 14 ty 1& cua nhing trudng hop dugc phan loai gian 14n dung voi tong s6
cac truong hop gian lan cia mau nghién ciru. Do nhay :m . Do nhay 100% (hay 1a 1 theo d6 thi) co
nghia la toan bo cic giao dich gian 1an déu dugc phat hién. Tuy nhién mot minh d6 nhay khong cho chung ta
biét toan b thong tin vé mo hinh boi vi 100% dé nhay c6 thé co duoc néu ta gan cho toan bd cac giao dich
déu la gian 1an. Do d6 chung ta can biét thong tin vé do dic hiéu cua mo hinh.

Do dac hiéu (specificity) 1a ty 1€ gitra nhitng truong hop giao dich binh thuong duogc phan loai dung va
TN

TN+ FP’

Biéu d6 ROC (receiver operating characteristic) mo ta mbi lién hé gitra 36 nhay va d¢ dac hi¢u, thuong
duoc dung dé danh gid mot phuong phap hay mo hinh tién luong.

Dua vao do thi hinh 6: Dién tich duéi duong cong ROC (con goi area under the curve, AUC) 14 0,891. Chi
sb do nhay, dac hiéu hay AUC phan anh d¢ chinh xac cia mo6 hinh may vec-to hd tro. So sanh hai mé hinh

tong s6 nhitng truong hop giao dich binh thudng ciia mau nghién ctru. Do dic higu =
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v6i hai giai thuat khac nhau, dé thiy mo hinh mang no ron than kinh cho két qua phat hién gian 1an véi do
chinh xac cao hon (99%) v&i b dit liéu nghién cuu.

4. Két luan

Viéc phat hién gian 1an thé tin dung luén 13 cong viéc khong hé d& dang dic biét trong doi dai bung nd
cong nghé va viée sir dung thé tin dung ngay cang pho bién nhu hién nay. Cac hinh thic gian lan thé tin
dung ngay cang tinh vi hon, bit budc cac mo hinh dé phat hién gian lan ciing cai tién va dem lai hiéu qua
cao, nang cao do chinh xac va giam bt riii ro ton that tai chinh do gian l4n thé tin dung dem lai. Bai nghién
clru ndy cua cac tac gia mot 1an nita khang dinh tmg dung rat 16n cta cac giai thuat may hoc trong phat hién
gian 1an thé tin dung voi dit 1iéu md phong bo dir liéu thuc ddng thoi cung cap nhimg bién cu thé cho mé
hinh nghién ciru, cai ma nhitng nghién ctru trudc khong ¢ nhic dén. Két qua cho thady mé hinh mang no ron
than kinh cung cip kha ning phat hién gian 14n dén 99%.Véi két qua nay s& gitp cac nha quan 1y lya chon
céc mo hinh linh hoat hon nham nang cao kha ning phat hién gian 1an thé tin dung, gop phan giam thiéu ton
that tai chinh va t5i wu héa 1am loi nhuan.

Tai liéu tham khao
Bolton, R.J. & Hand, D.J. (2002), ‘Statistical fraud detection: A review’, Statistical Science, 28(3), 235-255.

Edgar, A. Lopez-Rojas, Ahmad, E. & Stefan, A. (2016), ‘Paysim: a financial mobile money simulator for fraud
detection’, 28th European Modeling and Simulation Symposium Proceedings, CAL-TEK SRL, Italy, 249-255.

Ghosh, S. & Reilly, D.L. (1994), ‘Credit card fraud detection with a neural network’, The 27th Annual Hawaii
International Conference on system Sciences Proceedings, IEEE Computer Society Press, USA, 3, 621-630.

Islam, M.J., Wu, Q.M.J., Ahmadi, M. & SidAhmed, M.A. (2007), ‘Investigating the Performance of Naive-Bayes
Classifiers and K Nearest Neighbor Classifiers’, IEEE International Conference on Convergence Information
Technology, IEEE, 1541-1546.

Kou, Y., Lu, C.T., Sirwongwattana, S. & Huang, Y.-P. (2004), ‘Survey of fraud detection techniques’, The 2004 IEEE
International Conference on Networking, Sensing and Control Proceedings, Taipei, Taiwan, 749-754.

Leonard, K.J. (1993), ‘Detecting credit card fraud using expert systems’, Computers and Industrial Engineering, 25,
103-106.

Phua, C., Lee, V., Smith, K. & Gayler, R. (2005), ‘A comprehensive survey of data mining-based fraud detection
research’, retrieved on April 23rd 2020, DOI: 10.1016/j.chb.2012.01.002.

Sahin, Y. & Duman, E. (2010), ‘An overview of business domains where fraud can take place, and a survey of various
fraud detection techniques’, The Ist International Symposium on Computing in Science and Engineering
Proceedings, Aydin, Turkey, 243-249.

Sahin, Y. & Duman, E. (2011), ‘Detecting credit card fraud by ANN and logistic regression’, Innovations in Intelligent
Systems and Applications (INISTA) 2011 International Symposium, Istanbul, 315-319.

Shen, A., Tong, R. & Deng, Y. (2007), ‘Application of classification models on credit card fraud detection’, Service
Systems and Service Management 2007 International Conference, IEEE, China, 1-4.

Visa Inc. (2008), Annual Report 2008, San Francisco.
Vit Hitu Tiép (2018), Machine Learning co ban, Nha xuat ban Khoa hoc va K¥ thuat, Ha Noi.

S6 285 thang 3/2021 84 Kinh téPhit trién




